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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), McGraw Communications, Inc. hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Respectfully submitted,
~l"

.,,""::>

Lance lM. Steinhart
Attorney for
McGraw Communications, Inc.

Enclosures
cc: Sadia Mendez
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Annual 47 C.F.R. § 64.2009(e) epN! Certification

ED Docket 06-36

I. Fnuwis X. Ahearn, CEO ofMcGraw Communications, Inc., certify that] am lin officer ofthe
company t1amedabow, atld acting as an agent ofthe company, that I have personal knowledge
that the company hlls established operating procedures that are adequate to ensure compliance
with the Cotllmissi0J1'S CPNlt·\tles. See 47 C.F.R § 64.2001 et seq.

Attached to thise.ertil1eation as Exhibil"A" is an accOlllpanying statement explaining how
McGraw Commullications, lnc.'s procedures ensme that the company is in compliance with the
requirements set forth in Section 64.200'1 et seq. of the Commissicl11's rules.

/~
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\J!itle: CEO

FCC Annual Filing



Federal Communications Oommission
Pagc Thrce

Annnal47 C.F.R. § 64.2009<e) CPNI Certification

EB Docket 06-36

McGraw Communications. Inc. has nottakml any actions (procecdings instituted or
petitions filed by a company at either state commissions, the court system, or at the Commission
against data brokcrs) against data brokers in the past year. Companies must report on any
inlorlllatioll that they have with respect to the processes pretexters al'l;) tL~ing to attempt to access
CPNl , and what stel)S companies are taking to proteet CPNL

McGraw Conlllaunications, Inc. has not received any customercomplainls in the past
year concerning the unauthorized release of CPNI (number ofeustolllcrc(jmplaints a company
has reccived related to tlllauthorized llccess to ePNI, or unauthorized disclosure of CPNI, broken
down by category or complaint, e.g., instances of hnproper access by employees, Instanccs of
improper disclosure to individuals not authorized to receive the information, 01' instances of
imj)roper access to online infut111ation by individuals not authorized to view the information).

~p ~!
Sign d /1\}./Vo' Y:.)4r--

Francis X. Ahearn, CEO
.../

FCC Anm)i:'\l Filing



Section 64~~S

•

McGraw Communications, Inc.
228 East 45th Street, 12th Floor

New York, New York 10017

Compliance Requirements

McGraw CommunIcations, Inc, ("Company") maintains the following operating procedures to ensure compliance wIth
.the requirements set forth in Sectlon 64.2001 et seq. of the Commission's rules.

Use of customer proprietra1 network information withottt customer
approval.

(a) IIrry tel.-ommUlllcatiQll$ cattier may use, disclose, Qt pennit ao.... to Cl'Nl1in: 1I>e P1lIpOSC of
providing ox lllm1<ellng service offiolngs ...,n~ 1l>e -Sorie, of ,ervice (Le., loClll, ln1ex,xclmI1ge, and
CMlUJ) to Whioh 1l>e customer a!reedy SUbseT'"'' frOlll1l>e ,.... catrler, willlOl1t oustomer appxoval.

(1) If. i'owoommunlcfltions canior provldos diff"'ent categorlos of service. and a OIllltomer
sub"",••, to more fuan one Ollteg<>ry of ,owice ofi>red by the .,.".I.r. Ill. eatti",l. permi1t¢d to share
CPNI ,""ongthe oanl.,'. m'lilialed onliti.. thatprovidl>...rvlea offering to the oustom.,.

(2) Iia toleeotrinnlnlcttliOllS carrler p:ovid.. dlfferent ..~orles of.exv!oe, but a .ustomer does
not sob,orlbe to more _ one offering by tbe "",ri." lbe "",I", II not pelnllttod to share Cl'Nl with. Its
affiliates, except as provided In §64.2007(b).

(b) A-rel_Ullloallnns """,ler may not _, disclo.e, or p,nnit """ess to Cl'Nl t<> market to a
·customer servioe o:l'l'Orlngs 1llat ..... wlthln a category ofservice to wlti<:h lb. subsoxlbsr does not alrefltiy
subscribe from t1:mt carrier, unless that oonior has customer appxova1 to do so, except as desorlbed in
paragraplt(o) ofthis seotlon.

(I) A wireless providermay use, di",lo,e, or permit a""!,, to CPNL derived from Its provllion of
<:MRS, wltholll c=mor approval, fu, tho provlsi<m. ofCPE and informotlon ,ervlce(.). A. wlrellne .."lor
may use, disclose or permit 00""" to Cl'Nl dorived from its provisioll of looid """ballge servlc•.or
IJtte!exohango servlcc. without customer appXGvW, fot lh. pxovlsionofCPE and••nan$WeriJlg, vole. mllll
or messaging, voice stomge and re~ievat services. fax stare and forward, nnd prQtoeQl converaian.

(2) A tel_unloatiolls clU'tl.r may not US" dis.lose, or pennlt access to CPNI t<> Identify ox
track .ustomers Ib.t call compotlllg servlo. proViders. 1'0' ""ample, a local exchango eattier mJly 1I0t 1lSO
local ..xv!"" CPNI t<> ll'ack all oustGm.,.. that oalilocal servioo competitQtS.

(0) A. telecolIllltuoioa\i<l.. eattier may .... disclo,e. or permit a=s to CPNl, without_",
approval, OS described In this p""'gtaph Cc).

(I) Ateleconununioations carrier "",y use, disclose, or permit ...... 10 Cl'N1, wifuolll customer
approva\ In il$ p,ovlsioll of inside wiring Installation, ,.alntananoe, atld ,epelt servi....

(2) CMRS providers may use, disclo"", ox permit acces, 10 Cl'Nl fur lb. ptnjXlse of oonduetlng
re=clt on fu. bealtil <ll1l>ots ofCMRS.
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0) LEes, CMRS providers, and illteroonnected VolP providers may use epNI, without customer
approval, to merket services formerly known as adjunot-to'!>as,e services, such as, but not limited to, speed
dialing, oomputer-provided directory assistauce, call monitoring, ""n tracing, call blocking, call retUrn,
repeat dialing, call trackiug, call waiting, caUer 1.0., call forwarding, and certain Centrex features.

(d) A teleoonnnunications carrier may use, disciose, or pennit access to COO to protect ihe rights
________-"'o~pe$ofthe carrier, or to protect users Qfthose services and other camers from fraudulent, abusive, or

unlawlUfUse of. or siiESerlPtion to) suCh ServICes.

The Company has adopted specifiC CRNI polieks to eIIsure thot, in the absence of cas/Qml!T appruval,
CRNI Is only "..d by tI,e ComptulJl to provide or market service oJfermgs _ong Il,e categories of
servlce (I.e., local, iJlterexchange, aJld CMlIS) 10 which the C#slomer alrea4v subscribe$. The
C0"'PlUIJI'S aWlpolicies prohibit t"e shltTing of CPNI with of!Iliaiell companies, =ept as permiJIel1
under lIJrk 64.2I)05(a)(1) or with customer appruval pUTSllant 10 Rule 64.2007(b). Tlle,ollly""csptions
/Q these policies are aspermittell mukr 47 U.S.C § 222(d) and Rule 64.2005.

Section 64.2007 Approval required for- use of customer proprietary network information.

(a) A telecolDDlunica1ions cerrier may obtain approval through written, oral or electronic
methods.

(1) A telecommunication, carrier relying on oral approval shall bear Ibe bUl'den of dctnonslratlng
that such approval has been given in ()ornpUance with the Commission's rules in this part.

(2) Approval or disapproval 10 nso, disclo,e, or pennil """"", to a customer's CPNI obtained bY a
teleco:mm~ications. carrier must remai.n In effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral l written or
electronic, for at least one year.

I" ail circum$ta"ces whl!TC customl!T approval Is required 10 use, Illsclose or perlnlt access to CRNI, Ihe
CQlII[Jany's CRNEpolleies require /"at P,e Company obtain ellSlOlner approval t"rough wriJIen, oral or
e1e£tro/fic metllOds 111 compliance with .Ilule 64.2007. A CI1.ftamer's approval or disapproval r"",am. in
'I/ltre1 U/ftit the customer revokes or IImils tire aJiprovalor disapproval, Tlte Company main/aim; records
ofcustamer approval (wI'e/iler writterr, oral or electrm,le) for a minlmttm ojoneyear.

(I» Use ofOpt-Ottt and Opt-In Approval Processes. Atelecornmunioatious carrier may, snbject
to opt-oul approval or opt4n approval, use its cuslomer'slndlviduaUy identifiable CPNI for Ihe purpose of
marketing oommunicatlons...rela:ted services to 111M customer. Atelecommunications cmrier'may, subject to
0P1>out approval or opt-in approval, disclose its customer's individually identifiable CPNI, for the purpose
of marketing communications-related ",rvic.. to fual customer, to its agents aud 1m aff~ates that provide
communicauQns..related services. A telecommunications onrrier may also perrrlit ~ch person or entities to
obtain access to such CPN! for such purposes. Except for use and disclosure of CPNI tha~ is permitted
wilhout custom... approval under section §64.2005, cr !hat is described in thls per.graph, or as otl>erWise
provided in secth:m 222 of the Communicadons Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its custome:rts individually identifiable CPNl subject to opt-in
epproval.

The Company @es flOt use CPNI Jor lUIJI purpose (lnclading marketing cqrtlllluulcatJonNelated
services) tuUl does "no/ <Ilsdo.e orgrallt access 10 CPNIto ifillparty (includillff /0 agenlS or tifflli- tllat
prOVide comlnll,lications-related services), """<pI .s permitted under 47 U.S.C. § 222(d) aull Rule
64.2005.
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Section 64.2008 Notice required for use ofcustomer proprietary network information.

(a) NOtification, Generally. (1) Prior to any solicitation for customer approval, a
telecommunications carrier must provide notification to the. customer oftlle customerls. right to restrict use
of: disclose of; and access to that customer's CPNI.

---------""o;;;;'<1i (2) A telecommunications carrier must muinta;" records o{notification, w1letber oru~ written or
elootronic';rofat least one year.

(b) Individual notice to eustmllers must be provided when ,.,Hciting approval to use, disclose, or
penni! aceess to customers' CPNI.

(c) COl1fent ojNotice. Customer notification must provIde sufficient infOl'lnatiou to enable ti,e
customer to nrnke an informed decls)on as to whether to permit a can'iet to use, disclose, or permit access
to, the customer's CPNI.

(I) 'rhe notification must state that the _er beg a right, and the carrier beg a duty, under
federal law, to proteetth. confidentiality ofCPNI.

(2) The notification must specify the types of Information that constitute CPNI and the specific
entities that will receive the CPNI. descrll>c the purposes for which CPNI will he used, and infonn the
customer ofhis or her right to disapprove those uses~ and deny or withdraw access to CPNI at any time.

(3) 'rhe notification must advise tile customer oftha precise steps tha cuslomer must take in order
to grant or rlany access to CPNI, and must claa:rIy state thet a denial of approval will not affect the
provision of any servi.ces to which 'the cusromer subscribes. Howe-ver, carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting from the lack of
aocess to CPNI.

(4) The notification must be comprebenslhle and must not be misleading.

(5) If written notification is provided, me notice must be cl"""ly legible, use snfficlently large
ll:ype~ and be placed in an area so as to be readily apparent to a custome1".

(6) If any portion of a notlfication is translated into anomer language, then all portions of me
notification must he translated into tllat langeage.

(7) A carrier may stete in the notification that the onstomer's approval to use CPNI may enhance
the carrier's ability to offer products and services tailored to the ""stomer'sneeds. A carrier also may state
in the notification iliat itmay he compelledto disclose CPNI to any person upon affirmative written request
hy the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze third-party .cce.. to COO.

(9) The notification must state that any approval, or deuial of approval for the use of CPNI
ontside ofthe service to which ilie customer already suhsorihes from that cerrier is valid until the customer
affirmatively re:vo'kes Or llntits such approval or denial.

(10) A telecommunications cmier's .clicitation for approval must be proximate to the
notification ofa customers CPNl rights.

The Company', CPNJ polleles require thm ca,tomers be notified Of Iheir right', and Ihe Company',
obIlllm/on" wllft respect 10 CPNJprior to any sollellmlon jor ea,tomer app...va~ All requIred ""sromer
notIces (Whether written, oral or electronic) comply with tile reqult""""". oj llJIle 64.2008. 11..
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CQl1lPUfl)' maintains records cf aU Tcquired customer llotl'ces (whether written., ornl or electronic) for (l

minimum ofoneyear.

(d) Notice Requirements Specific to Opt~Out. A teleconununications carrier must provide
notification to O,laln opwut approval through electronic or written methods, but not by oral
communication (except .. provided in paragrapb (I) of this section). The contents of any such notification
must comply with the requirements ofJl'l!agraplt (c) of this section.

(1) Carriers must wait a 3Q-dey minimum period of tim. after giving customers noti"" and an
opportunity to opt-om hefore assuming customer approval to use, disolose, or pennit access to CPNI. A
carrier may) in its discretion t provide for a longer period. Carriers: must notify cUstomers as to the
applicable waiting period for a response before approval is assumed.

(i) In lbe case ofan electronic form of notification, the waiting period aball begin to l1l11 from the
date on which the notification was sent; and

(ii) In the case of notification by mall, the waiting period sl,.U begin to run on the thkd day
following tho dele lbat thenotification was malled.

(2) CUlmrs using the opt-out mechanism must provide notices to thei,· custome", every two
years.

(3) Tcleconununication, camers that use ...mall to provide opt-out notices must comply with the
foUowing requirentents in addition to the reqnirements generally applicable to notification:

(I) Carriers must oblain expres~ vel'1fiable, prior approval from consumers to scud notices via e
mail regarding thalr service in genera~ or CPNI in particular;

(ii) Carriers must allow customers to reply directly to e-mails containing CPN! nolices In order to
opv-out;

(iil") Opt-out ewmail notices that are' returned to the carrier as undeiiverable must be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mall to send CPNI notices must ensure that the subject line oftha message
clearly and accurately identifies tl,e SUbject matter ofthe e-man; and

(v) Telecommunications _iers must make available to eve!)' customer a method to opt-out that
is. ofno additional cost to the customer and that is available 24 hours a day~ seven days a week. Carriers
may satisfy tlrls requirement through a combination oflllefuods, so long as an customers have the ability to
opt~out at no cost and are able to effectuate that choice whene:ver they choose. .

The Compan)' ilIJes nol currentl)' so/klt "opt Dut" customer approvalfor U'e use or disclDsure ofCPNL
Tile Company does ,wI use CPNl for a"y purpose (illCluding marketil.g cOlllJllUJueatlo"...,elafed
services) fwd ilIJes "ot disclose or grant aCO(($S to CPNI to any party (lrtlil«tllng to agents Dr afflllateS thai.
provide cOll1/11unlcittlons-relaled services), except as pemrlUed unileJ" 47 U.S.c. § 222(<1) and Rule
64.2005.

(e) Notice ReqUirement.! Specific /() Opi-In. A telecommunications carrier m.y provIde
notific.tion to obtain opt-in approval through or.l, written, or eleotronic methods. Tile contents ofany such
notification must comply with the requirements ofparagraph (c) ofthis section.

Tile Company does nol cur!Wlly so/lcil "opt in" customer upprovulfof lile use or disclosure OfCPNl.
The Company does not 116"", disclose or grant access 10 cpNl for any purpose, 10 tn.y purty Of In tn.y
manner t!lal 'Would fequire a customer's "tlpt in" approvalutJder II,e CbmmJssion'$ CPNI ltllles.

4
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(I) Notwe Requlreme/1/1! Spr;oific to On..TIJne Use ofCPNI. (1) carriers may use oral ~otioe to
obl<lln limired, one-time use <>f CPNl for inbomld and outbound oustomer telephone oontactll for the
duretion'ofthe call, regardl... ofwhether carriers use opt,""ut Ot opt-in approval based on !he natul:4 oflbe
C¢1l1aC~

(2) The contontll of any snoh notification mnst comply with the ",quiremenw of paragraph (c) of
this section, exl?m:t that telecommunication. carriers may omit My efthe funowing notice prOVision. ifnot
relevant to tho m,te<l usolor wh1cli ille carrier seeks <JPNl:

(i) Carriers need not advise customers that if tileY have opted,""ut previously, no action is neaded
to maintain the opt"OUt election;

(ii) Carriers need not advise customers thaI Ibey msy sbare CPNI witb their affiliates or third
parties and need not name tIlose entities, iftllelhnited CPNI usage will not result in use by, or disclosnre
to, an affiUate or third party;

(iii) CarrIers neednOldlselos. the means by which a cnstomer ean deny or wltbdraw futul'e aceess
te CPNl, so long as carriel" explain to customers thallhe scope ofthe approval the cartier seeks is limiled
to one4ime use; and

(iv) Carriers may omil disclosure of tbe precise sreps a customer lllllst take in order to grant or
deny access to COO, as long as th.e carrier olearly communicates that the customer (".an deny access to his:
CPNl for the can.

In iJIst/ll1lJ(!$ wllere the CfJ1npany seeks tme-tlme custfJ1nor approvalfor tl.e ase or disclIMare ofCRNI,
tbe eompany obtailtS such approval i. aceofilan.ce with the discliJIJUres, metllQils a"d requirements
colllahled in lIule 2008(j),

S..tien 64.20~9 Safeguards reqUired for use ofc.ustomer proprietary nemorlt information..

(a) Telecommunications carriers must implement a system by which the status of a customer's
,CPNlapproval can be clearly eSlablishad prior \" the use ofCl'Nl,

The Compauy's bflllng syste", allo",s aruhorh;ed company pettlo"nell" easfly detennlue Ille status ofa
customer's CPNI «ppr6val on the customer acc(Junt. screen prloT tf> the use or di$closW'e c!CPNl

(b) Teleoonmmnications carriers musl traln their personnel as to when they are and are not
authorized 10 nso CPNl, and carriers must have an express disciplinary pro<:ess in place,

Tile Comptmy has eslabllshed CPNI compliance policies tl.at inclUde empleyee training on restrlcllens
on the ase and disclosure of CPNI alU! reqaired s'l!egutU'ds 10 protect ugaim;t ll1Iaathorizetf lfI/e or
disclosure OfCPNI. F-mployee. hape signed that they ulU!efs/and the CPNI poUcies and a violollcn 01
IMse pollcies will result in di$cIpUn.,.y fWlion.

(c) A.ll carriers shall maintain a recQrd, electronically or in some other manner, of their own and
their affiliates' sales and marketing campaigns that use their customers) CPNI. All carriers shall maintain a
record of all instances where CPNl was disciosed 0)' providad to third porties. or where tJliId parties were
allowed access to Cl'N1, Tlte reoord muslincludo a description of each campaign, tha specific CPNl that
was used in the campaign, and what products and services were offered as apart ofthe campaign.. Carriers.
shall retain the record for aminimum ofone year.

Tile Comp,my's CPNIpolicies require that all sales aJIII ,,",rketo.g cumpalgns inclUding those nllllzing
CPN! be recorded alld kept on file!"r at le.-.t one year. Records are akio maintalnelllor disclomre or
access to CRNI by Ihirdpartles. Tlte recorils include the reqaired illformation Usted In RIde 64.2009(c).



(d) Telecommunications calrlers must establish a supervisory review process regarding carrier
compliance with lhe rules in thi' subpart for O1lI-b<>und marketing situations and main1ain records of C'llrler
compliance for a minimum period of one year. Specifjcal!y~ sales pl3roonnel must obtain supervisory
approval ofany proposed out-bound marketlllg request for customer approval,

Tile Company's CPNI policies require emplolees IfJ obtaiIJ approv'" from /he CompOrty's CPNl
. -"CO""'mf/l.plifm"''''''''ce.QfJie., tor «11 marketing campaigns. inclUding /hfJse l</ll/;4hlll CRN!, "rror tfJ ju!!l!d!Ec...:;th,.,a;:cI -'

campu/gn. RecfJrd fJf 11.. markellng campaigns, aUmg will' Ihe appropriale supervisory approval Is
maifltllinedlorat least one year•

. Ce) A telecommunieatiollS cmlor must have an officer. as an agent of lhe carrier, sign and file
with the Commission a i:OlnpIiance certificate on an annual basis. Tb.e officer must state i1\ the certification
that he or she has personal kn<>Wledge U,at the company ha' ..tablished operating procedures lhat are
adequate to ensure compliance wllh the rules in Ibis subpart. The C'llrlor """I provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with U,e rules in this subpart. In additioIJ, tho cmior must include an explanation of any
act:lon.. ta'ken agabut data brokers and a summary of all customer complaints received in the past year
concerning the unauthorized release of CPNL This flUng must be made annually with the Enforcement
Bureau on or before March 1 in Ell Docket No. 06-36, for data pertaining to the previous calendar ye.r.

The requtred offker cert"!ficalion, acliOl1$ taken agalnsl data brokers and summary Of cuswmer
complizint documents are Included wllk O,is ac""mPtuTYing .1at<mtent Tire Company wlU file these
documenls Oil all annual b..is on fJr before March 1for aata pertaining 10 II.. prel>ious e_doryear.

Cf) Carriers must ptovide written uolice witbln five business days to tho Commission of any
in,tance where the opt-out mechllllisms do not work properly, to such a degree ili.t consumers' inability to
opt-out is more than an anomaly.

•
(1) The notice shall be in the form ofa Ietrer, and shan include the cmiei's name, a de,orlption of

the opl-oUl mecbertism(s) used, the problems(s) experienced. ilie remedy proposed and when it will be/WaS
hnplemented. whether tbe relevant state cornmissionCs) hai beeu notified and whether it has taken any
aetiOUt a. copy ofthe notice provided to customers, and contact infonnation.

(2) Such notice mu.,;t be submitted even if the carrier offers other methods by whieh consumers
may opt-oUl,

Tlte COnq1Q1IY does Itot currently SQlicit "opt (Jut" cU$!(Jmer app7()"Palfor tl,e USit or disclosure ofCPNL

Section 64.2010 Safeguards on the diselosura of austomar proprietary network information.

CO) Safeguardill" CPNl. Telecommunications c""iets must take reasonabie measures to discover
and prote<>t against attempts to gain unauthorized accoss to CFN!, Telecon:ununications carriers must
properly autlwnticate a customer prior to disclosing em based on customer-initiated telephone contact,
online a.ecount access, Or an in"$tOre visit.

TI.. Company'. CPNl policies and emplizye. training flloiud. rWiollMle meu,"res tfJ discover and
prolecl agahlSl uuIIvity that f, indlcutlve ofprelextlug anI! employ"". are urslrllct.d la notify Ihe CPNl
Comptumce Officer ifalty <uch activity I, ,uspecled.

(0) T.iepholte access to CPNl. Telecommunications carriers may only disclose can dstail
information over the telephone, based on cusknUer-initiatud telephone contact, if tit. customer first
provides the camer with a password, as described in paragraph (e) of this section, iliat is not prompted by
the carrier asklng for readily available biographical information, or account information. If the oustomer
dQes not provide a password, the telecommunications casner may only disclose call detail information by
sending it to tbe customer's address of record, orl by calling the customer at the telephone number of
record. Ifthe cUSWmer is able to provide caU detaU information to the teleconununications carrier during a
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customer..initiated can without the te!ecommml1cations carrier's assistance, then the telecommunications
carrler is permilted to discus. fu. call detail information provided by the customer.

The C<Jmpany's CPNJpolicies en""re Ihal a eastome, it; onlY aJ;fe 10 ac"""s cali tkialllnformalwn ove,
the tclephDlJe in one of the ways Ilt;ted in Rule 64.20IO(h). If Ihe customer cannot remember l/.eIr
p«ssword, tltey are prompted 10 answer a Secti1i1y qUeflllon. Neltller Ihe passIPo,d ,wr Ihe security

----'J.!!$Sllou a,e based 011 readity available b[qgraphlcal iJ!fo,matlm' or tlCCDll'!il!1l.ormatloll. Cuslmner
------- service represenmUves a,e IIlstrlWled to authenticate cuslomelS over Ihe lelephone in=:all~illS::Slan'-:-'c"'es"'exc""'ep=',---------'

in Ole c(t$e where the customer provJdes tlte call detail Information without the asslswllce of the
Company.

(c) Omine access 10 CPNI. A telecommunications CllIrler must authenticate a customer without
the use of readily available biogcaphical information., or .ccount infurmation, prior to allowing the
customer online access to CPNI related to a telecommunications service account. Once authenti(late~ the
customer may oniy obtaln onllJ1e access to CPNlrelate<i to a releeonununications service .ccount through a
password, as deS<lihed in parngraph(e) oflhis seotion, that is not prompted by tJk CllIrler asking for readily
available biographical illformatioll, or account information.

The Company~s customers do not etl1'Tently have access to tlleir account onlllle.

(<1) In-Store ((Coes. 10 CPNI. A telecommunications oarrier may disclose CPNI to a customer
who, at a carrier's ~llocation, first presell1llto the telecommunications cOlTier or Its .gent. valid photo
1D matcbing the customer's account information.

Tile Compauy'. CPNIpolicies altow Ute Company to rfisolose call detail CPNllo the customer at a retail
loeatkm afterpresenting a \1/zlidpllD!O lD that matclles the customer's account infonnatioll.

• (e) Establishment ofa Password and Baokrup Authentioatron Methods for Lost or Forgotten
Passwords. To establish a password, atelecolmDunications cotTier must .uthenticate the customer without
the use ofreadily avail.ble biographical infurmation, or account infurmation. Te\aconllllunications carriers
may oreate a baok-up customer authentication method in the event ofa lost or furgotten password, but such
,back-Up oustomer authenticatIon method may not prompt the customer for readily available biographical
'information, or account infollDatlon. If a customer cannot provide the collect password or the COllect
response for the back-up customer authentication method, the customer must estoblish a new password as
described in this paragraph.

:n.. Company'. ePNJ policies allow for a few ways to eslabllsh a pas,wo,d, all of whiol. eIt$/Ire
compllouce wilh the aboveparllfiraph. Eacl. method 41s0 allow. the cllslomer to estabUsl. a bll£lr-up or
se<url~ question in the event U,at tlteyforgel tlteir password. 1/1 /10 ""e/ll does tlte Compally II$« readIlY
available b;()grapMeal In/ormafwn or account inj'ormatiolt as a back-Up qUes1i011' Or as a means to
establlslt apassword or autlzentlcate the customer.

(1) Notification of account changes. Telecommunications carri",~ must notify customers
immediately whenever a password, customer response to • back-up means of .uthentication for lost or
forgotten passwords, online account, or addre.. of record is created or changed. This notification Is not
required when the customer initiates service, including the selectioll of a password at service initiation.
This notification may b~ through a carrler-odginated voicemail or text message to the telephone number of

.record, or by mall to the address of record. and must not reveal the change<i infurmation or be sent to the
new aCCQunt information.

The Company's Willig syslem gelwaf..· a notjficatioll leiter wllen allY of flte jields llsled ill I1Ilte
M.20IO(f) Is crelJ1ed or cJlanged. :n.e Company inrmediaJe{y meilsout tl,e notificlltJoll to the address of
record (n""er a new aMress) wlten requiJ'ed by Rule 64.2fJ10(f). :n.. calltent oflhe Mlljica/klll iXJmplies
,Phh 11•• reqaire11lenIS ofRule 64.2010(1).
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(g) Fu,lness CU$lomel' li:xemptiQn. Telecommunications cnrs may bind thomseive.
oonu-.otuaUy to authentication regime. other than tho•• described in thi••ection for se>:vices they provide
to fit.ir business customer 1I>at have hoth a dedicated account representative and a contract that specifically
addresses the carriers' protection of CPNI.

Tile Company does notutJlke Ibe busilles. customer exeeptlon at ti,ls time.

Section 64.Z011 Notification of custom.er proprietary network informa1ion security
breaches.

(a) Atelecommunicatiolls carrier shall notllY Jaw enforcement of a breach ofits customers' CPNI
as provided in this section, TJI. carrier shall not notify its customers 01' disclose the breach publicly,
whether voluntarily 01' undor state or local Jawor these rules, until it has complered the process ofnotifying
law enforeemant pursuant to paragraph (b).

(0) As soon as practicable, and in no e"""t iater thatl seven (7) husiness days, after reasonabie
determinetion of the breaob, the tel..,ommnnication. carrier shall electronically notify file United Stat.,
Sect'.t Service (USSS) and fit. Federai Bureau ofluveotigation (FBI) 1!>rough 0 central raporting facility.
The Cemlni'sion will malotain a link to the reporUug !acilityat httl>:l/www.fco,govleb/cpni,

(1) Notwithstanding an)' state law to the contrary, 1I>e carrier shall not nctlfi/ customers or
disclose the breach to the'public untii 7 full business days h.ve passed after notification to the USSS and
fit. FBI excapt as proVided in paragraphS (2) and (3).

(2) If ths carrier believes that thare is an extraordinarily urgent need to noli!)! any class ofaffected
customers sooner than otherwise allowed onder paragraph (1), in order to avoid inenedlate and Irreparable
harm, it shall so indicate in Its notification and my proceed to inenediately notify its affected customers
only after consultlltion with the reievaut investigating agency. The carrier shall cooperate wilh the relevatJt
investigating agency's request to minimize any adverse effects ofsuch oustomer notification.

(3) if the relevant Investigating agency deterznhies that the public disclos"'" or notice to
'customers would impede or compromise an ongoing or potential criminal investlgetlon or national security,
such agency may direct the carrier not to so disclos. or notify fcr an !nilia! period ofnp to 30 days, Such
period may be extended by the agency as reasonable necessary in the judgatent of the .gency, If such
dir.otion is given, the agency shall notify the oenier when it appears that public disclosure or notice to
affected customers will no: longer impede or comptomise- a criminal investigation or national security. The
agency shall provide in writing its initial dh'ection to the carrier, any subsequent extension, and any
notification fuM notice wlll no ionger impede or compromise a criminellnvestigation or national security
and such writinge shall b. colltertlporaneou,ly logged on the same reporting' fucllity thet contains records'of
notifications filed by carriers.

(e) Recordkeeplng. All carriers shall maintalna record, eiectronically or in SOme otber manner, of
any breaeh., discovered. notification made to the USSS and tbe FBI pursuaot to paragraph (h), and
notification made 10 customers. The record must include, if.vailable, dat.. ofdiscovery and notification,.
detailed description of the ePNI thet was tho subject of Ihe bl...ch, and 1I>e circumstaeces of the breaCh.
Carriers shall retain the record for aminimum of2 years.

The Co"!!,,,,,y it..policies (IJld procedures In plrroe ro Imswe complktnce wltlt Rule 64.2tJI1. Witen it Is
reasonably determiner! titat u breach ltas occurred, tIre eRNI Compliance Offu:er will noah ktw
enforcemlmt and ifs cuS/omer In tIle rfl/juUell tImefro"""•• A reiX>rll o/'Ihe hreacl. will he mointai"ed/or
a ml"imwn of two years aM wlU inclUde all infarmotion rfl/julrell by Rille M.2tJIJ.
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